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Proxy Monitoring via SNMP

The proxy service can be monitored using the SNMP agent.
The SNMP agent is able to provide both system monitoring and proxy monitoring.

INSTALL THE SNMP SERVICE

v" Onthe left menu, choose “Your system” and “Features”
v" Onthe searchfield, type SNMP
v" Click on install button under the “SNMP Daemon” row

Manager

S pu:5.2% | Mem:334%/194GB \-Active Requests ®Requests (0 14:04:36  %%Members [ Admin Guide

Install or uninstall features

This section allows you to install/uninstall available features on your server

snmp n .

SETSNMP PARAMETERS

v" A new section can be displayed on the left menu, “Your System” and “SNMPv3”
v" Ensure that the option “Monitor Proxy Service (SNMP)” is turned to ON.
v" Modify parameters according to your needs ( listen port and community )

Monitor your system: SNMP v5.7.3

Status/Parameters

[ 4

Monitor Proxy Secvice (shver; ()

Lt face: | Alinterfaces
Running UstenPort: 161 o}
since 19s

Memory used: 4.36MB ‘Organization: Artica Tech
SystemContact: | david@articatechcom

© SNMPv3

- SNMPv1/SNMPv2c

rd

Disable: (197

'SNMP Community (SNMPv2c): public
Linux proxy-001 4.19.0-6-amd64 #1
SMP Debian 4.19.67-2+deb10ul

(2019-09-20) xB86_64 Remote SNMP Console IP Address (SNMPv2c):  default

Success
SNMPv3 SHAJAES/authPriv
User Name

Password:
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The status on the left section give you 2 status ( starting 4.30 SP28).

1. Thefirst one display the status of the SNMP information for the entire system

2. Thesecond one, display the status of the SNMP information for the proxy service.

Status/Parameters Events

Parameters

!‘ Meniter Proxy.Service (sNvp); M)
SNMP daemon ListenInterface: Al interfaces
Running

since 2h 43mn 35s
Memory used: 5.31 MB

Listen Port: 161
Organization: Artica Tech

> Restart System Contact: david@articatech.com

SNMPv1/SNMPv2c

SNMP
System OK
] .

Linux proxy-001 4.19.0-6-amd64 #1
SMP Debian 4.19.67-2+deb10ul
(2019-09-20) x86_64 Remote SNMP Console IP Address (SNMPv2c):

default

Success
SNMPv3 SHA/AES/authPriv

! ]

v4.8
Proxy SerVice Success Passphrase: Passphrase

(Confirm)

« Apply »

Where to find the mib for the proxy service ?

The MIB for the proxy service can be retrieved here:

http://articatech.net/download/mib-proxy.zi
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Monitor your Artica server with LibreNMS

Click on Devices and Add Device

< ¢ @ Z 4+ N @D © |0

o
::f:fg: LibreNNMS & overview =5 Devices & Services S Ports 9
== all Devices

Dashboards Default
Q@ Geo Locations

£22 Manage Groups -

Top Devices

Device Traffic § Device Dependencies

Virtual Machines
192.168.1.105 ﬁ Times

192.168.1.101 [rra—— 4 Add Device 2020-
16:00
192.168.1.153 elete Device

192.168.1.100 ] I 2020
192.168.1.144 1159
| 2
v" Set the IP address of your Artica server in “Hostname or IP™ field
v Add 161 in the field port
v" Set the community defined in the Artica Web console.
v" Click on Add device button
‘Add Device
Devices will be checked for Ping/SNMP reachability before being probed.
Hostname or IP o]
SNMP
SNMP Version vac v 161 udp v

Port Association Mode ifindex v

SNMPv1/2c Configuration

Community publid
Force add ©7
(No ICMP or SNMP checks
performed)

Add Device

On the green status, click on the IP address of the added device

© Adding host 192.168.1.131 community public port 161 using udp

@ Device added 192.168.1.131 (17)

Add Device

Devices will be checked for Ping/SNMP reachability before being probed.
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v" Click on the settings button of the added device.
v" Choose Applications top menu.
Overview Devices Services Ports Health Apps Alerts & librenms £ Global Search
192.168.1.131 I
A Artica tech
e e Storsge Ussge Memory Ussge Processor Usag:
QOverview |@a Graphs ®PHealth & Apps SoPorts @@ Inventory [PLlogs @Alerts [l Alert Stats  |#* Latency  [3)Notes H

Device Settings | SNMP | Port Settiggs | | Applications | Ald

Custom OID

Ft Rules | Modules | Services | IPMI | Storage | Processors | Memory | Misc | Components |

Applications
Apache

Asterisk

v" Down to the list in order to enable the “Squid” application.

Proxmox
N
PureFTPd

RRDCached

Seafile
SMART
Tinydns

UPS apcups

ZFS

Puppet Agent

Redis

UPS nut

After few minutes, you will see generated graphs on Apps tab and squid section.

s 192.168.1.131
Artica tech
[+ iew  |ha Graphs €@ Hea

Appsp [ Squid | | pinbound
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Client HTTP
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Monitor your Artica server with Centreon

ADD THE HOST

On the left side, choose Parameters / Hosts / Hosts

my views

£a

Hosts

o

Hosts Hosts Puratian Tries Status information

lago 13 (H) OK-127.0.0.1 rta 0.058ms lost {
Services Host Groups }

Users Templates
Commands Categories
Notifications Discovery
SNMP Traps

Plugin Packs

Pollers

Knowledge Base

Click on the “Add” button

July 23,2020

3:52 PM

AN .
{r) | Configuration > Hosts

Name Hostgroup Poller Template Status

-|® -l® -l® - o B

P—— g

[ Name Alias IP Address /DNS  Poller Templates Status Options

O <€ Centeon-central @ Centreon central server 127.0.0.1 Central  App-Monitoring-Centreon-Central-custom | App-Monitoring-Centreon-Database-custom ot

Set basic information to reach your Artica server and click on “Save” button.

July 23, 2020

hosts = @ 3:55PM

{r) | Configuration > Hosts

Notification | Relations | Data Processing | Host Extended infos m
| Add a Host
Host basic information
% Name * proxy-001 @
Alias Main proxy
PP Address / DNS * 192.168.1.131 Resolve
SNMP Community & Version public 2 v
Monitored from Central v
Timezone / Location Europe/Paris v|®
Templates
+Add a new entry
Nothing here, use the "Add” button
Create Services linked to the Template too @ ves Ono
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ADD PROXY SERVICE.

On the Centreon system type this command:
yum install centreon-plugin-Applications-Squid-Snmp

v" Onthe left menu, choose Services / Services by host
v" Then, click on Add button on the top table section

v" Or new modern Centreon, with a valid license, go to Configuration / Plugins packs
v" Search the record “squid” and click on it in order to enable the plugin.

Configuration > Plugin Packs

FA
d
Plugin Packganager

Keywort Category

squid v
X

A5
Banp

i

Sai

AFFECT PROXY SERVICE
v" Onthe left menu, choose “Configuration / services / services by host”
v" Click on Add button

a

uid SNMP

e
< .
/LI‘L} Configuration > Services > Services by host
/X
() Configuration > Services > Templates
Hosts Service: Templates
Service template proxy-001
Linux
More actions. W
x [ Host Service Scheduling
E] & proxy-001 {o} Linux CPU S min /1 min -» 0S-Linux-Cpu-S
Users Peta
Services by host group
Commands More actions. v m
Service Groups pu
Notifications
Templates
'S}rGen
SNMP Traps
Categories
Plugin Packs isk-Genf
Meta Services
Pollers
ol isk-Glotf
Knowledge Base Scan
"8 & 05 -Linux-Disk-0-5 k-0
Rules ‘
{8} 0S-Linux-Inodes-G Overview Lccesfs
|
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You can affect the following monito

AN NI NN

5y

Configuration > Services > Services by host

Notifications Relations.

ring services:

App-Squid-Cache-Usage-SNMP,
App-Squid-Cache-Usage-SNMP-custom,
App-Squid-Protocol-Stats-SNMP,
App-Squid-Protocol-Stats-SNMP-custom,

Data Processing Extended Info

| Add a Service

Service Basic Information

Description =

%

Linked with Hosts =

Template

Check Command *

?) Custom macros

Proxy Services ®
& proxy-001

App-Squid-Cache-Usage-SNMP

App-Monitoring-Centreon-Process-sshd-custom

App-Monitoring-Centr Retent

®

s Bz

I App-Squid-Cache-Usage-SNMP

[6XCS)

. TR
App-Squid-Cache-Usage-SNMP
App-Squid-Cache-Usage-SNMP-custom

App-Squid-Protocol-Stats-SNIMP

App-Squid-Protocol-Stats-SNMP-custom

T
Base-Ping-LAN

Name | CRITICALMEMORY Value

|passwo Q@ 4 ®

Password (][ b ®

|Passwors Q@ 4 ®

Password (][E & ®
Password (][E 4 ®
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